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This article describes how to configure your PPS cluster and Microsoft 365 environment to prevent unauthorized Microsoft 365
allow-relay.
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TITLE
[Email Protection (PPS/PoD)] Prevent Unauthorized Microsoft 365 Allow-Relay

SUMMARY@©

This article describes how to configure your PPS cluster and Microsoft 365 environment to prevent
unauthorized Microsoft 365 allow-relay.

ARTICLE NUMBER
000022645

DESCRIPTION

You are configuring PPS to relay email for your Microsoft 365 environment, and you

Situation ,
want to ensure that you prevent unauthorized allow-relay
Product/
. Proofpoint Protection Server (PPS) version 8.x and newer
Version
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To prevent unauthorized allow-relay, you will create two Proofpoint policy routes that
Summary identify emails received from Office 365, then a Proofpoint firewall rule to block emails
sent to external recipients that don't reference the M365 default tenant domains.

QUESTION

How do | configure my PPS environment to prevent unauthorized M365 allow-relay?

ANSWER

When a Proofpoint Protection Server is configured to relay email for Microsoft 365, another bad actor
could configure their own M365 tenant to route email through the Proofpoint gateway. To prevent
unauthorized allow-relay, you will create two Proofpoint policy routes that identify emails received from
Office 365, then a Proofpoint firewall rule to block emails sent to external recipients that don't reference
the M365 default tenant domains.

Adding rules to prevent allow-relay abuse needs to be carefully planned and executed. This configuration
will first enable audit mode to identify messages that may be legitimate, such as forwarded messages or
other status notification messages. Do not enable the final action of Quarantine > Discard in step 6 until

reviewing the m365 relaydeny quarantine folder messages to identify legitimate emails.

Failing to complete this configuration correctly may cause emails received from the
Q Microsoft 365 mail system to be quarantined and blocked. Ensure you complete step 5
before changing the final action to Quarantine > Discard in step 6.

Step 1 - Identify your Default M365 Tenant Domain

1. Log into your M365 Admin Center, then navigate to Settings > Domains or
https://portal.office.com/Adminportal/Home/#/Domains
(https://portal.office.com/Adminportal/Home/#/Domains)

2. Under your domain list, please notate the entry that indicates your "(Default)" tenant domain. The

default domain could be your onmicrosoft.com (http://onmicrosoft.com) domain or one of

your primary domains (e.g. tenantl.onmicrosoft.com

(http://tenantl.onmicrosoft.com) , primarydomain.com

(http://primarydomain.com)).

3. Make a note of all your onmicrosoft fully qualified domain names (e.g. tenantl.onmicrosoft.com

(http://tenantl.onmicrosoft.com) , tenant?2.onmicrosoft.com

(http://tenant2.onmicrosoft.com), ...).

4. ldentify other verified domains that are configured as a primary SMTP address for email-enabled
objects. These domains may be needed when adding additional X-OriginatorOrg X-Header
values to the firewall rule condition list.

5. Repeat these steps for all M365 tenants you plan on integrating with your Proofpoint Protection
Server

Note: The default domain may not be used for the X-OriginatorOrg x-header value for

A allsenders. During the audit phase, you will need to identify any other verified domains
used by Microsoft 365 for your tenant.
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Step 2 - Add your onmicrosoft.com
(http://onmicrosoft.com) domain to your Inbound Mail
domains list

1. Log in to the Proofpoint Protection Server
2. Navigate to System > System > Inbound Mail
3. Click Add, then:

a. Under Mail for Host / Domain, enter your onmicrosoft.com (http://onmicrosoft.com)

domain fully qualified domain name from Step 1.3 (above)

b. Under Mailer, select ESMTP

c. Under Destination / Error Message, enter the same value found in your list for your primary
domain(s); this is typically tenantl-com.mail.protection.outlook.com

(http://tenantl-com.mail.protection.outlook.com) Or

tenantl.mail.protection.outlook.com

(http://tenantl.mail.protection.outlook.com)

or tenantl.mail.eu.outlook.com (http://tenantl.mail.eu.outlook.com) (eg.
this should ALWAYS match the destination for your primary domain)

d. Under Lookup By, select A record only

e. Under Delivery Type, select Ordered

f. Click Save Changes at the top

4. Repeat step 3 for each onmicrosoft.com (http://onmicrosoft.com) domain.

Note: If you have more than one M365 tenant sending email through your Proofpoint
A gateway, Step 2 above will need to be repeated for all tenants in your environment. There
should be at least one onmicrosoft.com (http://onmicrosoft.com) domain per

tenant; they will all need to be added to your Inbound Mail domains list.

Step 3 — Create the m365_mail Policy Route

1. Log in to the Proofpoint Protection Server
2. Navigate to System > System > Policy Routes
3. Click Add, then:

a. For the Route ID, use m365 mail

b. For the Description, use Identify all M365 traffic

c. Click Add Condition, then select Sender Hostname as the condition, select the Ends With
operator, then enter .protection.outlook.com (http://protection.outlook.com).
as the value

d. Click the Add Condition button, then click Save Changes
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System > Policy Routes > Policy Route
‘.j Save Changes x Carge
Route ID m3EE_mai
Diescription

Conditicn

Sender Hosiname ends vwalh ° prolecion oulieok Ccom

Step 4 — Create the m365_our outbound Policy Route

1. Log in to the Proofpoint Protection Server
2. Navigate to System > System > Policy Routes
3. Click Add, then:

a. For the Route ID, use m365 our outbound

b. For the Description, use Outbound M365 traffic from our domains

c. Click Add Condition, then select Sender Hosthame as the condition, select the Ends With
operator, then enter .protection.outlook.com (http://protection.outlook.com)

as the value

d. Click the Add and New Condition button

e. For the Add condition as value, select And

f. For the Condition, select Envelope Sender, then select Is In Domain Set, then select the
default inbound domain set

g. Click the Add Condition button, then click Save Changes

System > Policy Routes > Policy Route

d Save ChEnpES x [T 0
Rowte 1D IS5 _our_oulibound
Demeqiplion

Condilon

Envelope sender email address is in domain sef “defaull_inbound™
AND Sender Hosiname ends with " prosection. cullook com

Step 5 — Create the m365_relaydeny Firewall Rule

1. Log in to the Proofpoint Protection Server
2. Navigate to Email Protection > Email Firewall > Rules
3. Click Add Rule, then:

a. For the Rule ID, use m365 relaydeny

b. For the Description, use Only allow relay from my domain senders

c. Under Policy Routes, select Restrict processing to selected policy routes..., then select
m365 mail

d. Under Policy Routes, choose Disable processing to selected policy routes..., then select
default inboundandm365 our outbound
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e. Click Add Condition, then select Sender Hostname as the condition, select the Ends With
operator, then enter .protection.outlook.com (http://protection.outlook.com).

as the value
f. Click the Add and New Condition button
. For the Add condition as value, select And

= (e}

exchange-generated-message-source

i. For the Operator, choose Does Not Equal, then enter mailbox rules agent as the value, then

click Save
. Click the Add and New Condition button.
k. For the Add condition as value, select And

[—

I. For the Condition, select Message Headers, then choose User Defined, then enter x-

originatororg

m. For the Operator, choose Does Not Equal, enter your default tenant domain identified in Step
1, and click Save. If you identified other M365 tenant domains in step 1, repeat steps j through m.

Example conditions showing a single M365 tenant:

Sender Hostname ends with = protection.outiook com™

AMND Message header “x-ms-exchange-generaled-message-source™ does not equal "mailox niles
agent”

AMND Message header “x-onginalorong” does not equal enant1.onmicrasof com™

Example conditions showing multiple M365 tenants:

Sender Hosiname ends with * protection outiook com”

AND Message header “x-ms-exchange-generated-message-sounce” does nol equal “mailbox rules
agent”

AND Message header "x-oniginatorong” does not equal "lenant1.onmicrosoft com®

AND Message header "x-onginatororg” does not equal “tenant2 onmicrosoft com”

n. Under Dispositions > Quarantine Options, select Quarantine Message, choose New Folder...,
use m365 relaydeny as the folder name, and click Add Entry to add the quarantine folder

0. Leave the Delivery Method set to Continue until you confirm the rule works as desired
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p. Click Add Rule at the top to add the firewall rule

Rule Settings

Enable ® off O on

/] m365_relaydeny

Description Only allow relay from my domain senders
Conditions

Policy Routes Restrict processing to selected policy routes...

Available: Require Any Of:
fire ~ . m365 mail ~

v A

Disable processing for selected policy routes..
Available: Disable For Any Of.

~

v A
Condition I
Sender Hostname ends with *.protection.outiook.com™
AND Message header "x-ms-exchange-generated-message-source”™ does not contain "mailbox rules
agent”
AND Message header "x-originatororg” does not equal "mytenant.onmicrosoft.com”
Dispositions
Quarantine Option Quarantine message...
Folder: m365_relaydeny v
Delivery Method (® Continue () Deliver Now () Reject () Retry (O) Discard (O) Re-route () Secure

g. Upon completion of rule save, find the rule in your email firewall rules list. Click "Edit Rule" button to
re-load the rule.

r. Verify all settings, Set the "Enable" radio selection to On, and click "Save Changes" at the top.

NOTE: In some cases, customers are still seeing some auto responses caught by this rule.
Look in the quarantine folder at headers for example messages. In the quarantine folder,
click on a message. In the message view (at the bottom of the page) mouse over the

A "View:" button and change the view to "Headers". When the view loads, look for the "x-ms-
exchange-generated-message-source" header. If anything follows that header field
BESIDES a single instance of the string "mailbox rules agent", the rule condition operator
will need to be changed from "Does Not Equal" to "Does Not Contain".

Step 6 - Review the Quarantine Folder for Valid Email

1. Log in to the Proofpoint Protection Server
2. Navigate to System > Quarantine > Folders

3. Locate the m365 relaydeny quarantine folder, then review each message to determine if it appears
to be a valid email. If you see more than a few messages in this folder, check the configuration in
steps 1 through 4.

4. Over the next several days, repeat the actions in this step to identify any valid email. Do not proceed
to step 6 unless the quarantine folder is empty or all quarantined emails are unauthorized relay
attempts.
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Note: Please contact Proofpoint Support or your assigned Proofpoint Professional Services
A consultant for guidance if valid emails are quarantined in the m365 relaydeny folder to
assist with exclusions.

Step 7 - Modify the m365_relaydeny to Quarantine and Discard
This step modifies the existing audit rule and changes the final action from Quarantine and Continue to
Quarantine and Discard.

1. Log in to the Proofpoint Protection Server

2. Navigate to Email Protection > Email Firewall > Rules

3. Editthe m365 relaydeny firewall rule, then update the Description to Block Unauthorized
Outbound Email Received from outbound.protection.outlook.com

(http://outbound.protection.outlook.com)

4. Confirm the firewall rule still has the Quarantine message... > Folder: m365 relaydeny selected

5. Change the Delivery Method action from Continue to Discard
6. Click the Save Changes button to save the firewall rule

A Plan to monitor the messages in the m365 relaydeny folder for several days to confirm
that no valid email was quarantined after setting this rule to Discard.

A Step 8 - Add Envelope Spoofing Protection

Proofpoint has observed bad actors leveraging the above abuse methodology while also spoofing
customers' envelope sending domains. The above ruleset alone will not protect against advance domain
spoofing originating within M365. To further protect yourself from M365 envelope spoofing attacks,
please follow these guidelines:

https://proofpoint.my.site.com/community/s/article/Email-Protection-PPS-PoD-Prevent-Unauthorized-
Microsoft-365-Allow-Relay-Envelope-Spoofing-Protection
(https://proofpoint.my.site.com/community/s/article/Email-Protection-PPS-PoD-Prevent-Unauthorized-
Microsoft-365-Allow-Relay-Envelope-Spoofing-Protection)

Additional Notes

« Federal customers leveraging Proofpoint and Microsoft secure services should reach out to Support
(or your TAM) for additional guidance.

e Customer hybrid environments w/centralized transport should verify mail routing from M365-- if
ANY mail is being routed directly from M365 to their Proofpoint instance, these steps need to be
followed. If not, the "Allow Relay from Microsoft Office 365 IP Addresses" should be disabled.

INTERNAL NOTES
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This information is directly pulled from the [Email Protection (PPS/PoD)] Best Practices - Microsoft 365

Inbound and Outbound Mail Integration (/community/s/article/Best-Practices-Office-365-Inbound-and-
Outbound-Mail-Integration),
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More comments 10f3

Ewen Fung (/community/s/profile/0055Y00000HEcMnQAL) (Customer)

10 hours ago

| have finished step 6 and there were few auto-reply messages being quarantined just like
what was described in the note of step 5.

When | check the the value of the header "x-ms-exchange-generated-message-source" from
the quarantined messages, the values were all "Mailbox Rules Agent" and that is. Is there
anything | have missed? Does value has to be case-sensitive?
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Sorry to ask, but is this suppose to be a better or more secure method that following the
approach to use Unique IDs for outbound messages from the Methods to Prevent
Unauthorized Microsoft 365 Allow-Relay - Proofpoint Microsoft 365 Integration Guide?
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@ Stephanie-- hybrid environments depend... a KB update is forthcoming to address this in
more detail.

@Erik-- correct, the KB update will include this as well.
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Eddie Rowe (/community/s/profile/00539000005WUy0AAG) (Customer)

14 hours ago

| am curious why the Condition includes a check for Sender Hosthame ends with
.protection.outlook.com (https://protection.outlook.com). Since the rule is written to ONLY
apply to the m365_mail policy route, which uses this exact same condition, why is it
necessary to have this logic as well in the Condition?
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11 comments 58 views
by Like @ Comment
David Prado (/community/s/profile/0055Y00000HEpGeQAL) likes this.
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| echo Leo and Eddies opinion that the multi tenant issue looks like it would need nesting OR
clauses instead of an an AND. Otherwise the rule would never trigger imho since that x-
originatororg header would never have multiple domains in it to match the condition with the
AND's.

Like
,Qy Write a comment...
fa N Kelly Muthler (/community/s/profile/00539000006EHqsAAG) published a new version of  (w

~  this Knowledge.
April 1, 2024 at 6:08 PM (/community/s/feed/0D5Uy00000Bzx6dKAB)

6 comments 68 views

il Like ® Comment

David Prado (/community/s/profile/0055Y00000HEpGeQAL) likes this.

More comments 10f6

16 hours ago

@Erik-- thank you, this has been clarified in a forthcoming KB update.
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,@ Write a comment...
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