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Okta ldentity Cloud
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An end-to-end Workforce ldentity Solution

Access

Governance & ¥) Privilege

Privileged Access

Access Management Identity Governance

<, Privileged

=N Single API Access } Lifecycle @)ﬁ Identity Advanced )
=~  Sign-on Management Management -~ Governance Server Access ' Access
Multi-factor —a  Access &ﬁ
S )] Workflows
% Authentication ? Gateway éj
s“%‘ © Okta and/or its affiliates. All rights reserved. Confidential Information of Okta — For Recipient’s Internal Use Only. Okta

s



Okta streamlines your migration to the cloud

And breaks down silos across
the IT stack

Integrate and synchronize

& all identities in a universal

cloud directory

Automate key ldentity process
@ like lifecycle management,

analytics, and governance

Consolidate access
N4 | | policies across apps,

API's, and infrastructure
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Zero Trust

ensures that the right people have the right access to the right resources at the right time

Okta Signals Your Security Stack
Third Party Context
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Better Together:
Okta + Crowdstrike



Constant change exposes new threats
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Entry points aren't
as secure

Today’s threat landscape is
continually evolving, and main
points of attack are Identities
and endpoints

e

Remote workforces
are complex

Remote teams need access
from any device, any time,
expanding the attack surface
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Access decisions

aren’'t streamlined
Companies need real-time
threat assessment and the

right management tools for
productivity

okta



How Okta + CrowdStrike keep employees
productive and assets secure

Evaluate access in
real-time

Asses incoming user and
device data and apply the
appropriate security policies
for just-in-time access
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Provide safe access
for your workforce

Remote and on-premises
workforce can safely access
workloads and applications
from any device at any time
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Work faster and
more confidently
Automate appropriate access,
including passwordless, and

provide contextual security
responses in real-time
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Best-of-Breed: leaders in our industry
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COMPLETENESS OF VISION As of August 2022 © Gartner, Inc

Gartner Magic Quadrant for Access
Management
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|dentity + Endpoint Security

Solutions that establish a user, device trust chain, and workload access to quickly stand up a secure and flexible Zero Trust environment

Centralize identity
management with a
context-based policy
engine with real-time
authentication via IAM
Identity Center, and
risk score and policy
from CrowdStrike.

Ensure workforce

devices are secured by

&ROWDSTR'KE CrowdStrike when
\ logging and managing
resources.
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Adaptive MFA for Zero Trust
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Security outcomes

Prevent account
takeover by
enforcing MFA

Meet compliance
requirements

Enforce factors
based on risk level

Mitigate account
lockouts
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How Okta + CrowdStrike work together:
Endpoint Security

Authorize fast,
context-aware
access

By securing your users
and endpoints, the Okta
ldentity Cloud and the
CrowdStrike Falcon®
platform offer real-time
protection, enhanced
visibility, and centralized
control over everyone
accessing your network.
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User initiates
access toa
corporate resource

Okta checks device signal
using the Okta Verify app
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SaaSapps:  On=premappe Oktaluses devic;e signal in access
decision; applies access policy
|aaS @ Allow access @ Prompt for MFA

® Denyaccess | 3% Passwordless with
Okta FastPass

Watch our video

%‘s © Okta and/or its affiliates. All rights reserved. Confidential Information of Okta — For Recipient’s Internal Use Only.

CrowdStrike evaluates device
posture and sends this

information to Okta Verify

®

Falcon Identity Protection examines
real-time authentication requests and
passes risk score and policy to Okta
Verify for enforcement

okta


https://www.okta.com/partners/crowdstrike
https://www.okta.com/partners/crowdstrike/

Deliver a modern security initiative to adopt a
Zero Trust strategy
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Improve remote
experience

Provide your workforce with
simple, seamless access into
any enterprise resource,
hosted on-prem or in the
cloud

Enable business
agility

Give your IT and security
teams a consolidated view
into enterprise activity that
helps them maintain security
and compliance
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Reduce risk to the
business

Use insights from user
identities and host security
posture to add context to
access requests, and
intelligently evaluate login risk
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Thank youl!
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