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TECH MORNINGS / DGS Event

cyberark.is/identity-security



O
b

s
e

rv
e

d
 /

 P
e

rc
e

iv
e

d
 T

h
re

a
t 

In
d

e
x

Digital Transformation & Cloud Migration Index

2010s – Early 2020 2020 2021

Digital Transformation
Cloud Migration & 

DevOps Reshaping IT 

Infrastructure

COVID Dissolves 

Perimeters, Increasing 

Challenge to 

Secure Remote Work

New Attack Vectors, 
More Sophisticated 

Attackers, New Era of 

Cyber-Warfare

2022 Data Breach Investigation Report (DBIR) from Verizon

2022

New Vectors Now Mainstream
• Ransomware up 25%

• 95% suffered SW Supply 
Chain vulnerabilities
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Office Work from
Home

Temporary
Location

Mac PC Mobile

Apps/Machine 3rd Party WorkforceDevOpsAdmin

Zoom G SuiteSalesforce

Office 365

Containers VM’s &
Storage

Cloud Native
Apps

Serverless

Google
Cloud

Amazon

Microsoft 
Azure

App Server Database Network Devices

VMs IoT IT Ops Tool
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Internal Threats

External Threats

Move Laterally Perform
Reconnaissance

Exfiltrate Data Disrupt Business

Escalate 
Privileges

Escalate
Privileges

Hybrid & Multi-Cloud

OT

Data Centers

SaaS
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Resources

Environments

Applications

& Services

Hybrid & Multi-Cloud

Infrastructure &

Endpoints

Data

OT

Data Centers

SaaS

Identities

Admins

Workforce

DevOps

Third Parties

Workloads

Devices

Customers

Remove 

Implicit Trust 

Principle Of 

Least Privilege
Continuously 

Monitor

Devices may not be 

Enterprise Owned

Resources may not be 

Enterprise hosted

Dynamically 
Enforce Policy, 

Authentication and 

Authorization

Zero Trust 
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Centered on intelligent privilege controls,

Identity Security
seamlessly secures human and machine identities

accessing workloads from hybrid to multi-cloud, and

flexibly automates the identity lifecycle -

all with a unified approach.
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Resources

Environments

Applications &

Services

Hybrid & Multi-Cloud

Infrastructure &

Endpoints

Data

OT

Data Centers

SaaS

Identities

Admins

Workforce

DevOps

Third Parties

Workloads

Devices

Customers

Continuous Identity Threat Detection & Protection

Intelligent

Privilege Controls

Flexible Identity 

Automation & Orchestration
Seamless & Secure 

Access for All Identities

Identity
Management

Access
Management

Privileged
Access

Management



cyberark.comEnforce Least Privilege | Enable Zero Trust

Continuous Identity Threat Detection & Protection

Resources

Environments

Applications &

Services

Hybrid & Multi-Cloud

Infrastructure &

Endpoints

Data

OT

Data Centers

SaaS

Identities

Admins

Workforce

DevOps

Third Parties

Workloads

Devices

Customers

Flexible Identity 
Automation & 
Orchestration

Intelligent 
Privilege
Controls

Seamless & 
Secure Access for

All Identities

Orchestration & 

Lifecycle Management

Permissions & 

Entitlements

Directory & 

Federation Services

Secure Single 

Sign-On

Authentication & 

Passwordless

Authorization & 

Adaptive Access

Standing &

Just-in-Time Access

Session Isolation & 

Monitoring

Elevation & 

Delegation

Credentials & 

Secrets Management
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Identity Security Intelligence

Single Admin Portal |  Workflows |  Unified Audit |  

Authentication & Authorization

Shared

Services

SaaS |  Hybrid |  Self-Hosted

Resources

Environments

Applications &
Services

Hybrid & Multi-Cloud

Infrastructure &
Endpoints

Data

OT

Data Centers

SaaS

Identities

Admins

Workforce

DevOps

Third Parties

Workloads

Devices

Customers

Identity Security Platform

Identity

Management

Workforce &

Customer

Access

Endpoint

Privilege

Security

Privileged

Access 

Management

Secrets

Management

Cloud

Privilege

Security

Seamless & Secure

Access for
All Identities

Intelligent

Privilege
Controls

Flexible Identity

Automation & 
Orchestration
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Seamless & Secure

Access for
All Identities

Intelligent

Privilege
Controls

Flexible Identity

Automation & 
Orchestration

Resources

Environments

Applications &

Services

Hybrid & Multi-Cloud

Infrastructure & 

Endpoints

Data

OT

Data Centers

SaaS

Identities

Admins

Workforce

DevOps

Third Parties

Workloads

Devices

Customers

Identity
Management

Workforce &

Customer

Access

Endpoint

Privilege

Security

Privileged

Access 

Management

Secrets

Management
Cloud

Privilege 

Security

• Endpoint 
Privilege 

Manager: 

Workstations & 
Servers

• Secure Desktop

• Privilege Cloud & 
PAM Self-Hosted

• Vendor PAM

• Dynamic 
Privileged Access

• Secrets Hub
• Conjur Cloud, 

Enterprise & OSS

• Credential 
Providers

• Secure Cloud 
Access 

• Cloud 

Entitlements 
Manager

• Identity Lifecycle 
Management

• Identity Flows

• Identity 
Compliance

• Secure Web 
Sessions

• SSO & Adaptive 

MFA (Workforce 
and Customer)

• Workforce 
Password 

Management

Identity Security Platform

Identity Security Intelligence

Shared

Services
Single Admin Portal |  Workflows |  Unified Audit |  

Authentication & Authorization

SaaS |  Hybrid |  Self-Hosted
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Analytics ICS
Authentic

ation

Identity & 
Access 

Management
DetectionITSM DevOps

Orchestration 
& Response

Discovery
Robotic 
Process 

Automation
GovernanceSIEM HSM

Vulnerability 
Management

300+ Certified Joint Solutions

200+ Certified Partners

200+ Plug-ins

CPM Plug-ins PSM Plug-ins
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Privileged Access 
Management
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Identity Security Intelligence

Single Admin Portal |  Workflows |  Unified Audit |  Authentication & 

Authorization

Shared

Services

SaaS |  Hybrid |  Self-Hosted

Resources

Environments

Applications &
Services
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Data
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Data Centers
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SYSTEM 

ACCOUNTS

OPERATIONAL 

ACCOUNTS
APPLICATION 

ACCOUNTS

Accounts with built-in

passwords that must be 
vaulted and used in 

break-glass scenarios

INTERACTIVE INTERACTIVE NON-INTERACTIVE

Accounts created with 

the purpose to provide 
operational, 

administrative access

Accounts created for the 

use within / by 
automated processes 

and applications
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the PAM Solution

admin

root

cisco

Secure Storage 

Password Rotation

NETWORK

DEVICES

SERVERS CLOUD / PAAS

BDDs APPLICATIONS

SECURITY

APPLIANCES

WEB SITES & 

APPS

CLOUD 

INFRASTRUCTURE

ENTERPRISE 
RESOURCES 

Password Rotation

Privileged User

Flexible Connection Methods

Session Isolation & Monitoring

Secure connection to 

jump server
Monitored Session

to the target
cisco

Analytics & Remediation

Suspicious action 

(ex: CyberArk bypass attempt)

SIEM
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Privileged Session 
Manager

× Block malware from getting in

× Block credentials from getting out

Log in to resources via 
their preferred method

§ Isolates sensitive assets from the rest of the infrastructure while still enabling necessary access

§ Tracks and records user activity during privileged sessions 

§ Thwarts attacks by scoring and terminating sessions based on risk level

Network 
Devices

Servers Mainframes

Databases Applications

Security 
Appliances

Websites/ 
Web Apps

Cloud 
Infrastructure

Enterprise Resources

RDP/SSH
HTTP(S)

Thick Clients

(SSMS, TOAD,…)

Other…
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Remote Access
(Vendor PAM)
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Secrets 
Management
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Identity Security Intelligence

Single Admin Portal |  Workflows |  Unified Audit |  Authentication & 

Authorization

Shared

Services

SaaS |  Hybrid |  Self-Hosted
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Network 
Devices

Servers Cloud /PaaS

Databases Applications

Security 
Appliances

Websites/ 
Web Apps

Cloud 
Infrastructure

Enterprise ResourcesType System

Application Servers

CI/CD Tools Chains

Container Platforms 

/PaaS

SDKs & Dev. 
Libraries

Go, Java, Ruby, Python

.NET, C/C++, CLI, REST

Multiple Platforms
Windows, *nix, 

zOS, Cloud

RPA

Security Tools

Other Third Party 
Applications

C3 alliance partners solution 

with built in AAM integration

Application Examples

UserName = “app”
Password = “y7qeF$1”
Host = “10.10.3.56”
ConnectDatabase(Host, UserName, Password)

UserName = GetUserName()
Password = GetPassword()
Host = GetHost()
ConnectDatabase(Host, UserName, Password)

BEFORE:

AFTER:
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COTS
1 App requests secret

3 App uses secret to 

request access

2
Secrets Mgr authenticates app 

and sends secret
5 Secrets Mgr

manages the secret

4
App securely 

accesses resource

Containerized

Serverless

Microservice

OS-Based

Mainframe

Scripts

Secrets Manager

Resources

✔
✔
✔
✔
✔
✔
✔

Apps
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Thank You
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