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Cybersecurity Global Trends Keep Evolving

Observed / Perceived Threat Index

&

Digital Transformation
Cloud Migration &
DevOps Reshaping IT
Infrastructure

/N

-
r 4

New Vectors Now Mainstream

2010s — Early 2020

o~/ \-o New Attack Vectors,
ﬁ| " More Sophisticated
L0 | Attackers, New Era of
COVID Dissolves Cyber-Warfare
Perimeters, Increasing
Challenge to
Secure Remote Work
2020 2021

&

Ransomware up 25%

95% suffered SW Supply
Chain vulnerabilities

2022

2022 Data Breach Investigation Report (DBIR) from Verizon

Digital Transformation & Cloud Migration Index



Privilege is everywhere. All identities can
become privileged under certain conditions.
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Your Environment Evolves, Attack Paths Don't
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CyberArk Defines lIdentity Security as

Centered on intelligent privilege controls,

Identity Security

seamlessly secures human and machine identities
accessing workloads from hybrid to multi-cloud, and
flexibly automates the identity lifecycle -

all with a unified approach.
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Account Type Overview

SYSTEM
ACCOUNTS

Accounts with built-in
passwords that must be
vaulted and used in
break-glass scenarios

& INTERACTIVE
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OPERATIONAL
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Accounts created with
the purpose to provide
operational,
administrative access
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Session Isolation, Monitoring and Recording
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Remote Access
(Vendor PAM)
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Vendor PAM — How it Works
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Vendor PAM — How it Works
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Secrets
Management
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Account Type Overview
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Accounts created for the
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Securing application secrets

Application Examples

Type

Application Servers
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Go, Java, Ruby, Python
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UserName = GetUserName()
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What does “Securing an app” mean?

Secrets Manager
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Thank You
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